Hukomy HE COOBLLIAVTE pekBu3nTbI CBOMX GaHKOBCKMX KapT

HE OBLLAWATECb no TenepoHy ¢ nuuamu, obewwarownmm pasfnnyHble

OOHyCHbI, BbIMIPbIWN, NbIOTbl,  CKUAKK, OecnnatHble ycnyru, VHE >
MEPE3BAHUBAUTE Ha He3Hakomble Homepa, HE COOBLUAUTE ")’

NOCTOPOHHMUM CBOM NMepCoHalsbHble AaHHbIe

BHuMaTenbHo yuTaiTe YCIIOBUSA MONb30BATENIbCKUX COrMNALLEHUA
NPUNOXEeHNA N OHNaWH-CePBUCOB

XpaHsiwencs B Bawem tenedoHe

3AMPELLAWATE JOCTYM MOGMABLHBIX NPUNOXEHMIA K MHIOpMaLK, gl K

HE YCTAHABIIMBAWTE Ha MOGUNbHbIil TenedioH NPUNOXKEHNS U3
HeN3BeCTHbIX UCTOYHMKOB

Yctanoute HACTPOUKU MPUBATHOCTU ans cBoero npodhuns
B COLiMANbHOM CeTH

HE OTKPBIBAUTE B TenedhoHe 1 B 3NeKTPOHHOM NOYTE COMHUTENbHbIE,
a TaKxe paHee He UCNoNb30BaHHbIe BaMu ccbinkn U3 cooOLeHUI

ByabTe 6AUTENLHLI NPU UCNONL30BaHUKU CPEACTB CBA3N
u cetu UHTepHeT!

Ecam y Bac ecTb nogo3peHus, 4to Bbl cTanu KepTBo MOLIEHHUKOB,
He3ameanTenbHO obpaTutecb B noanuuio no reneporam 102 nam 112

Mpokypatypa MypmaHckoi obnactu YnpasneHne PockomHaa3opa no MypmaHcKor obnactu



IIpopunakTuka mnpecTymieHUuil, CcoBeplIaeMbIX C HCIOJb30BAHUEM
HH(OPMAIMOHHO-KOMMYHHUKANUOHHBIX TEXHOJOTHH.

PazButue CcoOBpeMEHHOro OOILIECTBA, OCHOBAaHHOTO Ha HCIIOJI30BAaHUH
OIPOMHOTO MAacCHBa pa3HO0Opa3zHOW MH(OPMALMU, HEMBICIMMO 03 IIMPOKOTO
BHEIPEHHS KOMIIBIOTEPHOU TEXHUKHU.

Ona cmyXHT Uil XpaHeHUs U 00paboTKH WHGPOPMAIIUU, UCTIONb3YEeTCs KakK
CPEICTBO CBSI3U M KOMMYHHUKALIUH.

3a nocienHue 4 roga Npor30LEN PE3KH POCT NPECTYIUIEHH, COBEPIIEHHBIX
C MpUMEHEHHEM MH(POPMAIMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJOTUH WU B chepe

KOMITbIOTEpHOU uH(poOpMaruu — Oojee, yeM B 6 pa3. bornee mMmoI0BUHBI
MIPECTYIICHUH COBEPIICHO C WCIOJB30BaHUEM ceTH «MHTepHET», 3HAYMTEIbHOE
KOJMYECTBO — C TPUMCHCHHEM CpPEIICTB MOOWIBHOW CBS3M, pPAaCUETHBIX

(MJIaCTUKOBBIX) KapT.

K conumansubiM npuunHaMm pocta npectynuoctu B chepe UKT oTHOCHTCS:

- BceoOIasi KOMITbIOTepU3aIsl, KOTopasi CO37aeT HEOOXOUMYIO Cpeny s
JEATEIIBHOCTH KOMITBIOTEPHBIX MPECTYITHUKOB;

- IPOTUBOPEUUS MEXIY MOTPEOHOCTSIMHU HACEJICHUS U BO3MOXKHOCTBIO HMX
YIOBJIETBOPEHUS JIETATBHBIMH CTIOCOOAMH B CHITY HU3KOTO YPOBHS KHU3HU;

- JIETKOMBICJICHHOE OTHOIIIEHHE POCCHUICKOro 00IIecTBa K KOMIIBIOTEPHOU
MPECTYMHOCTH;

- IOBEPUUBOCTH TPAXK]JIaH MPU OHJIAWH-TIOKYTIKE TOBApPOB U yCJIyT (OIUiaTa 10
WX TIOJTy4eHHUs, OCOOEHHO uepe3 MHTEPHET-KOIIIENIeK, a HE Yepe3 pPaCUeTHBIA CUeT
O0aHka, MOMOIIb MO OOBSIBIECHUSIM OT OJArOTBOPUTENBHBIX OpPTraHU3AIMN Yepes
CalThI-TyOJIephl CO CTOPOHHUMU PEKBU3UTAMU ISl IEPEUUCIICHUS JCHET).

[Ipodunaktuka 0COOEHHO BakHA B OTHOIIEHUM HECOBEPIICHHOJETHUX
nonp3oBaresienl cetu «MHTepHeT». YuuThIBasg, YTO 3HAYUTENBHYIO T'PYNNY JIHII,
COBEpUIAIOIINX MPECTYIUIEHUS B c€TU MIHTEpHET, COCTABIAIOT PaHEE HE CYJIUMBbIE
ydaiuecs, B TOM YHCJI€ U HECOBEPIIECHHOJIETHHUE, C IEJbI0 MPOPUIAKTUIECKOTO
BO3JICUCTBUS HA HUX HEOOXOIUMO MPOBOJUTH MPODUIAKTUUECKUE MEPOIIPUATHS B
IIKOJIaX, BBICIIUX YUYE€OHBIX 3aBEACHUSX, MyOJINKOBATh CTAThH HA ATy TEMY.

AHanu3 JaHHBIX YTOJIOBHO-IIPABOBOM CTAaTUCTHUKH CBHUJIETEIBCTBYET O POCTE
YHCJIa TAKUX MPECTYMHbBIX JACSTHUM.

Tak, 3a 2020 rog Ha Tepputopud MypMaHCKON 00JIaCTU C UCTIOJIb30BAHUEM
MH(OPMAIMOHHO-TEJIEKOMMYHUKAIIMOHHBIX TEXHOJIOTHI coBepieHo Ooisiee 4200
npecTyrieHui, uro Ha 75% Oounbiie, yem B 2019 romy. U3 Hux 2189 — 3t0
MOIIIEHHUYECTBA, COBEPIICHHBIC, B TOM YHUCJIE C MCIOJIb30BAHUEM 3JIEKTPOHHBIX
CPEJICTB IJIaTeka U B cpepe KOMIBIOTEPHOU MHPOPMALIUU.

TonpKo 3a THBaph TEKYILEro roJia )KEpTBAMH JAEHCTBYIOLIUX JUCTAHIIMOHHO
3JIOYMBIIUIEHHUKOB cTayid 308 KuTenei pernoHa.

K Haumbonee TUNWYHBIM CHOCOOAM COBEPLICHUS MPECTYIUICHUH C
UCIIOJIb30BaHNEM HMH(POPMAIIMOHHO-TEIEKOMMYHHKAIMOHHBIX TEXHOJIOTHI MOXHO
OTHECTH CIEAYIOLIHNE.



3II0yMBIIUIEHHUKNA 3BOHAT Tpa)kaaHaMm, HPEACTABISISICh COTPYIHUKaAMU
0aHKOB, Ha3bIBasi UX IO UMEHH, OTYECTBY, MIPOCAT COOOLIUTH JaHHbIE OAHKOBCKUX
kapt (Homep, CVC(CVV), PIN-kompl W T.M.) JUIsl TOPEIOTBPAIICHUS SKOOBI
HECAaHKIMOHUPOBAHHOI'O CIIMCAHUS JICHE)XKHBIX CPEICTB JHOO0 0hOpMIICHUS
Kkpeauta. Mcnonb3ys 3TH CBEACHHUS, MOIYYAarOT yNAJ€HHBIA JOCTYH K JIMYHOMY
KaOMHETy KIMeHTa OaHKa M NEepeBOAAT NEHbIM 0e3 Benoma coOcTBeHHUKa. Ilpu
3TOM, MPECTYNNHUKH MOTYT HCHOJIb30BaTh MPOTrpaMMbl MOJMEHBI TEIEPOHHBIX
HOMEPOB, B CBSI3M C YEM HOMEP BXOJSIIETO 3BOHKA OINPEAEISIETCS Y KIMEHTa KaK
HoMep OaHka. 3a4acTyio BBEJCHHBbIC B 3a0IyKJIEHHE TpaKAaHE CaMH MEPEBOJSAT
JIEHEKHBIE CPEACTBA HA CUETA, YKA3aHHBIE MOIIICHHUKAMHU.

PacnipocTpaHeHbl XUWIIEHUS C HMCHOJIb30BAHUEM IPECTYIMHUKAMHU CEpBHUCA
«Avito». BBoas rpaxxgaHuHa B 3a0J1y>KI€HHE OTHOCHUTEIBHO CBOErO0 HAMEPEHHUS
npuoOpecTd WM TOpoJaTh ToBap, B  X0JA€ TelIe(OHHBIX  Pa3rOBOPOB
3JIOYMBILUICHHUKH Y3HAIOT PEKBU3UTHI OaHKOBCKOW KapThl MOTEPIEBIIETO, IpPU
IIOMOIIIM KOTOPBIX CIIMCHIBAIOT JEHEXKHBIE CPEICTBA CO cueTa. B psAne ciydaes
IIpeJIaraeTCs IEPEUTH 110 CChUIKAaM JUIS IEPEBOA ICHEKHBIX CPEACTB, MOCIIE YETO
«IpOJIaBeL» HE MPEIOCTABIISAET OIJIAYEHHBIN TOBAp U HE BBIXOJUT HA CBSI3b.

Kpome »3TOro, mnpecTymHHKM MaccoBO pacchuiatloT  SMS-cooOuieHus
clieyrolero cojaepkanus: «Bama kapra 3a0inokupoBaHa. s pa3OIOKUPOBKU
HEOOXOJMMO TO3BOHUTH IO HOMEPY...». BONBIIMHCTBO IpaxkaaH, BMECTO TOrO,
4yTOOBI cpa3zy 0OpaTUTHCA B CBOM OaHK JUIsl IPOBEPKHU MOCTYIHUBILIEH HH(POPMALIHH,
NEePE3BAHUBAIOT M0 yKa3aHHOMY B SMS-coo0uieHnn HoMepy U B XO0JI€ pa3roBopa
NEepPeaoT 3JI0YMbIIUICHHUKaM MHGOpPMALMI0 O OaHKOBCKMX PEKBHU3UTAaX, MOCIE
YEro OCYIIECTBISIETCS HE3aKOHHOE CHHMCAHWE JEHEKHBIX CPEACTB. 3a4acTyro
rpakJaHe caMu MEpPEBOASAT JCHEKHbBIE CPE/ICTBA HA yKa3aHHbIE MPECTYNMHUKAMU
«GalIMILECHHbIE» cueTa SAKOObl 1 UX coXpaHeHUus. DaKTUYECKH JIEHEKHbIE
CpeICTBa BBIOBIBAIOT M3 3aKOHHOTO BJIAZICHMS, U COOCTBEHHUK HE MMEET K HHUM
JOCTYIIA.

XHWINEHUs1 JIEHEKHBIX CPEICTB Yy TpaXJaH COBEPIIAIOTCA TAaKXKE IyTEM
HanpasieHus: SMS-cooOmeHuii o0 BBIUTPHINIE, IS TOJYYEHHs KOTOPOTO
HEOOXOJMMO MEPEBECTU JCHEKHBIE CPEICTBA HA YKa3aHHBI aOOHEHTCKUI HOMED.

Pacnpoctpanenbl  (akTbl, KOrJa  MPECTYNHUKUA  TMPEACTaBISAIOTCA
POJCTBEHHUKAMU JIMOO 3HAKOMBIMU MOTEPIHEBIINX, PACCKA3bIBAIOT, YTO MOMAIU B
Oeceny (CTaJii BAHOBHUKOM JOPOKHO-TPAHCIIOPTHOTO MPOMCIIECTBHUS, 3a€p>KaHbI
COTPYIHHUKAMU MOJUIUHU, CPOUHO TPEOYIOTCS JEHBIM HA OIEPAIUIO U T.I1.) U IPOCST
MPEIOCTABUTh UM JICHEKHBIE CPEACTBA.

3/I0yMBIIIEHHUKA ~ B3JIaMBIBAIOT ~ 3JIEKTPOHHYIO TMOYTY, AaKKayHTbl B
COLIMAJIBHBIX CETSX, MOCJI€ Yero OT MMEHHU MOJIb30BATENsl PACCHLIAIOT IPaKIaHaM,
CBEJICHUSI O KOTOPBIX MMEIOTCS B KOHTAKTax JAHHOTO JIMIA, IPOCHOBI O 3aiime
JIEHEXHBIX CPeICTB. B pe3ynpTaTe NEHBIH MOCTYNAKOT HA CYET MOLICHHUKA.

Yrobbl He cTaTh JKEPTBOM MPECTYNHUKOB, HEOOXOAMMO CIIEJOBAThH
ONPEIEICHHBIM MTPABUJIAM:

1. Ecau momy4yeH 3BOHOK WUJIM COOOIIEHUE B COIMAIBHOM CETH C MPOChOOH 0
CPOYHOM JEHEKHOW NOMOIUM I 3HAKOMOIO WM POJCTBEHHHKA, HE CTOUT



MPUHUMATH perieHne cpa3y. HeoOxoamMo mpoBepuTh MOTyYCHHYI0 HH(HOPMAIIHIO,
CBSI3aBILKCH CO CBOMMU POJHBIMHU M 3HAKOMBIMH.

2. Huxorna u HUKOMy He coo01IaiTe TpEX3HauHbIi KOJ1 Ha 00paTHOM CTOpOHE
Bameit 6ankoBckoit kapTel (CVV), 310 Ki1to4 kK Barmum geHbram.

3. Henb3st coob11aTh HUKOMY JIMYHBIE CBEICHMUSI, TaHHBIE 0AHKOBCKUX KapT U
CMC-naponu, KOTOpble MOTYT OBITh MCIOJB30BAHBI 3J0YMBIIIJICHHUKAMH IS
HETIPABOMEPHBIX JICHCTBUM.

4. Ecm mo Tenedony Bac mpocsit HabpaTh komOuHANMIO 1Udp B OaHKOMATe,
npekpatute pa3roBop. Hukorna He BBINOTHAWTE AEUCTBUS C OAHKOMATOM «IOJ
JUKTOBKY» APYrOro YeJIOBEKA.

Heo0xonumMo NOMHUTH, 4YTO 3J0YMBIIUIEHHUKH MOTYT TPEICTABUTHCS
COTpYIHHUKaMU OaHKa, MIPaBOOXPAHUTEIBHOTO oprasa, YUPEIKICHUS
3paBOOXpaHeHusl U oOpamaTtecs K Bam mo umenu u otdyectBy. OIHAKO TOJBKO
MOIIEHHUKHU OYAyT MPOCUTH COOOIIUTH PEKBU3UTHI OAHKOBCKOM KapThl, CMC-I1apOJib
(xom), CVV-kon Bamieit kapTel. B kaxa0M Takom cirydae HeOOXOAMMO 3aBEPIIHUTh
pasrosop.

CoTpynuuku 0aHKa TakXe He MpeJiaraioT:

- YCTaHOBUTHb TMPOTPaMMbl yJAJEHHOTO JocTyna (WM CTOPOHHHE
MPWIOKEHUS) HA MOOMIIBHOE YCTPOMCTBO M Pa3pelIuTh MOJAKIIOUEHHE K HUM O]
MPEJIOTOM TEXHUUYECKOW MOANEPKKUA (Hampumep, Uis YAAJICHHUS BUPYCOB C
MOOMJIBHOTO YCTPOMCTBA);

- IEPEBECTU JICHEKHBIEC CPEJCTBA HA «3ALIUIICHHBIN CUETY;

- BKJIIOYMTH MEpeajpecalnio Ha TeinedoHe KIMEeHTa ISl COBEPILICHUS B
JanbHEIIeM 3BOHKA OT €ro UMEHHU B OAHK.

Eciu Bbl cranu xkepTBOM MNpecTymHUKA, HEOOXOAUMO He3aMeNIUTEIbHO
o0OpaTUThCS B OpPTraHbl BHYTPEHHUX JIEJT ¢ COOTBETCTBYIOIIUM 3asBICHUEM JIMYHO
160 1mo3BoHUTH 1O TenedoHam 102 unm 112. B 3asBnenuu ciaeayer MakCUMaIbHO
oIPOOHO pacckazaTh O BCEX 00CTOATENHCTBAX COOBITHA. TakkKe ClenyeT MPUHSIThH
MephbI K OJIOKUPOBKE OAHKOBCKOM KapThI.



